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Rising Stars MARK/Boost Insights – Data Protection Guidance
NOTE: MARK is the older version of this system. New subscriptions will be to Boost Insights, but the operation of the systems are very similar.
Before MARK/Boost Insights is used in a school the school account must be set up and connected to the council’s MAT Admin account. Please seek advice from the Education Data Team on how to do this.
Headteachers wishing to use the Rising Stars MARK/Boost Insights platform in their school must ensure that:
· All staff have completed GDPR training via LEON.
· Pupil records are created with the minimum data required. This is:
· First Name
· Surname
· Class
· Year stage
· Date of birth
· Gender
· If a Unique Pupil Number is required to reliably identify pupils this will be the SEEMiS reference number
· No other personal information about pupils is entered into the system unless it is required for conducting particular analyses and permission has been given by the Education Management Team (please contact the Education Data Team in the first instance).
· Data entered into the system matches that held in SEEMiS. If SEEMiS is updated, MARK/Boost Insights is updated at the earliest opportunity.
· Pupil data is reviewed at least annually and pupils who have left are removed.
· Accounts are only be created for the staff that require them, either to conduct assessments or perform analysis. It is expected that accounts will be limited to those in promoted posts and/or clerical staff responsible for data entry.
· The MARK/Boost Insights system is not accessed from a personal device.
· Only assessments authorised by EMT are used. At present the authorised assessments are:
· PiRA for Scotland
· PUMA for Scotland
· Once assessments are complete, results and any accompanying analysis are downloaded and stored on council systems.
· Accounts are assigned the role appropriate to the task i.e. most users should be assigned as “teacher” and only those needing to add new accounts should be given admin rights.
· Where analysis requires to be shared with class teachers reports are downloaded from MARK/Boost Insights rather than giving accounts to teachers.
· Staff account passwords meet at least the minimum standard laid out in the council’s acceptable use policy. At the time of writing this is:
· DO use at least fourteen mixed alphabetic and numeric characters.
· DO use a phrase with spaces between words
· DO NOT repeat characters (111 or AAA) and avoid obvious sequences (123… or ABC…)
· DO NOT use names, dates, user-id, or words associated with yourself.
· DO NOT re-use your passwords.
· DO NOT write your password down.
· Staff accounts are deleted promptly when no longer required, and at least within 12 months.

