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ThingLink – Data Protection Guidance

For Schools
Headteachers wishing to use ThingLink in their school must ensure that:
· All staff have completed via LEON within the last 12 months:
· General Data Protection Regulations – annual refresher
· Schools and GDPR
· Staff accounts are not created by individuals or the school. All accounts are created centrally from a request via this form.
· Only council email addresses are used. Personal email addresses are not added to the system.
· No pupil accounts are created. Pupils are not permitted to use ThingLink
· No personal information about pupils is entered into the system. This includes images, videos, audio recordings, names, or any other information that might identify a pupil.
· Staff account are only requested for staff who require them.
· Accounts are deleted promptly when no longer required, and at least within 12 months.
· Multi-factor authentication is enabled by all staff.
· Staff account passwords meet at least the minimum standard laid out in the council’s acceptable use policy. At the time of writing this is:
· DO use at least fourteen mixed alphabetic and numeric characters.
· DO use a phrase with spaces between words
· DO NOT repeat characters (111 or AAA) and avoid obvious sequences (123… or ABC…)
· DO NOT use names, dates, user-id, or words associated with yourself.
· DO NOT re-use your passwords.
· DO NOT write your password down.
· Third party integrations are not enabled.

